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Ashfield Nursery School and    Al2gether @ Ashfield


Newcastle Nursery Schools’ Federation
Filtering and Monitoring Policy 
To be reviewed Annually  -  Autumn 2026





This document has taken guidance from ‘Keeping Children Safe in Education 2025’ (KCSIE) and ‘Meeting Digital and technology standards in schools and colleges update 2022 (updated 2025’
Throughout our Federation we ensure we provide a safe environment to learn and work – this includes when online. Online filtering and monitoring are important to safeguard our pupils and staff from potentially harmful and inappropriate material.
No filtering system can be 100% effective, this policy supports those limitations to minimise harm and clarify what staff should do if inappropriate content appears.
We acknowledge that whilst filtering and monitoring is an important part of our online safety responsibilities it is only one part of our approach to online safety.
Children will be able to use appropriate search engines and apps which will have been checked prior to use by staff.
Children’s internet use will be supervised by staff according to their age.

Filtering and Monitoring Responsibilities
There are many responsibilities across the school to meet the standard and monitor its use. The table below identifies who is responsible and what they need to do.



	Filtering and Monitoring Responsibilities

	Role
	Responsibility

	Governors
	Overall strategic responsibility for to ensure standards are being met.

	Headteachers and senior leaders including DSL
	· Ensure Standards are met
· procuring filtering and monitoring systems
· documenting decisions on what is blocked or allowed and why
· reviewing the effectiveness of your provision
· overseeing reports
They are also responsible for making sure that all staff: 
· understand their role
· are appropriately trained 
· follow policies, processes and procedures
· act on reports and concerns

	Designated Safeguarding Leads in each school
	The DSL should take lead responsibility for safeguarding and online safety, which could include overseeing and acting on:
· filtering and monitoring reports
· safeguarding concerns
· checks to filtering and monitoring systems

	Governor for Filtering and Monitoring
	Ensure standards are met

	Local Authority IT Service Provider and Support
	· providing filtering and monitoring reports
· maintaining filtering and monitoring systems
· completing actions following concerns or checks to systems
The IT service provider should work with the senior leadership team and DSL to:
· procure systems
· identify risk
· carry out reviews 
· carry out checks

	Staff
	· Must understand their role
· are appropriately trained 
· follow policies, processes and procedures
· act on reports and concerns

	Filtering Provider
Smoothwall
	Ensure they meet statutory requirements from DfE and are part of the Internet Watch Foundation (IWF)



Review of Filtering and Monitoring Provision
Filtering and monitoring should be reviewed annually to check for potential risks and ensure that all systems are working effectively and meeting safeguarding advice. A review may also take place if a safeguarding risk is identified, there is a change in working practice or new technology is introduced.
An annual review should be conducted by members of the Senior Leadership Team, DSL, Governor with responsibility for online safety and the IT service Provider. Results of the review should be recorded for reference.(See Appendix 1)
The review will cover technical requirements to meet the standard. This review should be carried out to identify any gaps, current provision, and the specific needs of pupils and staff.
In the review we need to understand:
· the risk profile of your pupils, including their age range, pupils with special educational needs and disability (SEND), pupils with English as an additional language (EAL) 
· what your filtering system currently blocks or allows and why
· any outside safeguarding influences, such as county lines
· any relevant safeguarding reports
· the digital resilience of your pupils
· teaching requirements, for example, our Personal, Social and Emotional Development (PSED) curriculum
· the specific use of your chosen technologies, 
· what related safeguarding or technology policies you have in place
· what checks are currently taking place and how resulting actions are handled

To make the filtering and monitoring provision effective our review should inform:
· related safeguarding or technology policies and procedures
· roles and responsibilities 
· training of staff 
· curriculum and learning opportunities 
· procurement decisions
· how often and what is checked
· monitoring strategies

Checks on equipment should include a range of school devices including those used off site, geographical areas across the site and different user groups eg staff and children.
A log of checks needs to be kept identifying when the checks took place, who did the check, what they tested, resulting actions (Appendix 2)

AI – Artificial Intelligence
Generative AI is one type of AI. It refers to technology that can be used to create new content based on large volumes of data that models have been trained on a variety of sources.
Open AI is open across the internet and information can be shared eg Chat GPT                                         Closed AI is usually paid for and offers more security.
The Department of Education has published Generative AI: product safety expectations to support schools to use generative artificial intelligence safely, and explains how filtering and monitoring requirements apply to the use of generative AI in education (KCSIE 2025).(see Appendix 4)

Use of AI by Staff 
All users of AI will comply with applicable laws, regulations, policies and guidelines governing Keeping Children Safe in Education, intellectual property, copyright, data protection and other relevant areas. There will be no unauthorised use of copyrighted material or creation of content that infringes on the intellectual property of others. We will prioritise the safeguarding of our pupils and their online safety and will not knowingly use any AI technology that puts their safety or privacy at risk. Staff will not allow or cause intellectual property, including pupils’ work, to be used to train Generative AI models without appropriate consent or exemption to copyright. Staff will not use AI to replace strategic decision making or use it to make decisions that could have a significant impact on people.

Staff remain professionally responsible and accountable for the quality and content of any output generated by AI, however generated or used and staff will rely on their expertise to ensure that they review and tailor any AI output.

Data Protection implications of using AI Staff and pupils should be aware that any information entered into a Generative AI model is no longer private or secure. Staff must not enter any personal information (personal data, intellectual property or private information (including commercially sensitive information, such as contracts) into any Generative AI model. 

Staff should make themselves aware of and inform pupils about the data collection, storage, and usage practices associated with AI technologies, particularly Generative AI. 

What do staff need to know?
Staff will be reminded about their roles and responsibilities annually (usually at the annual safeguarding review at the beginning of the year)
Staff should know:
· How to report concerns – If inappropriate content does appear – staff should close down the monitor straight away and report the site to the DSL on a Cause for Concern Sheet (pink). If a failure in the software or abuse of the system occurs staff must also report this.
· If staff notice abbreviations or misspellings that allow access to restricted material they should also report this to a DSL.
· Staff should be aware that all new devices must have filtering and monitoring systems on them before they are used – this is the responsibility of Senior Staff.
· Staff need to know that blocklists can be reviewed and they need to let DSL know if they feel there is a site that needs to be added to the blocklist.
· Staff should test out any site/app/video etc that is online before they use it with children.
· Which filtering provider is used.- Across the Federation we use ‘Smoothwall’ and our internet is managed by IT support within the local authority.
· that all users will  be monitored and monitoring will be in line with data protection, human rights and privacy legislation.
· That any access to material believed to be illegal will be reported immediately to the appropriate agency, LADO, internet watch foundation and the Police.

Meeting the Standard
Governors need to make sure that the filtering provider is 
1- A member of Internet Watch Foundation
2- Is signed up to Counter Terrorism Internet Referral Unit list (CTIRU)
3- Is blocking access to illegal content including child sexual abuse material (CSAM)

As of September 2023 our filtering provider ‘Smoothwall’ meets all these requirements (Appendix 3)
	
The importance of meeting the standard
Monitoring user activity is an important part of providing a safe environment for children and staff. Monitoring allows a review of user activity. To be effective it must pick up incidents urgently allowing prompt action to be taken and the outcome recorded. 

Monitoring activities could include
· Physically monitoring by watching users on screens

Useful websites /documents

Let's talk PANTS | NSPCC
Education for a Connected World (publishing.service.gov.uk)
Online safety guide 0-5 year olds - Internet Matters
 Appendices (see separate documents)

1. Annual Review /Audit for filtering and monitoring
2. Log of device checks
3. Information from Smoothwall
4. Generative AI- product safety expectations guidance January 2025
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